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The problem: secrets and 
GitOps



Question 1  How do I install Argo CD? 



Question 2  How can secrets work with GitOps?

• GitOps principes say that I should store everything in Git

• Storing raw secrets in Git is a recipe for disaster.



Argo CD and secrets 



Photo by Eila Lifflander on Unsplash

https://unsplash.com/@3ilaliff?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/man-facing-snow-covered-mountain-63ZCI1oxIMU?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


Before and after Argo CD 3.0

What we recommend

Avoid this

Just a list of many 
different secret 

solutions



TL;DR 
Use External Secret Operator or the SS CSI 
driver

https://external-secrets.io 

https://secrets-store-csi-driver.sigs.k8s.io/ 

https://external-secrets.io
https://secrets-store-csi-driver.sigs.k8s.io/


Demo  External Secrets)



● Vault 
● ESO 
● Argo CD



https://github.com/kostis-codefresh/external-secrets-gitops-example 

https://github.com/kostis-codefresh/external-secrets-gitops-example


If changing a secret requires a sync operation, 
you are doing it wrong

If your secret solution is tightly coupled to Argo 
CD you are doing it wrong



Argo CD is NOT a secret management solution
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Argo CD handles a REFERENCE to a secret 

Argo CD deploys ESO converts it to 
actual secret

…and not the secret value itself….



How to choose a secret solution

Want “Pure GitOpsˮ Solution → Use Bitnami Sealed Secrets

Want to make your life easy → Use the External Secret Operator

Donʼt want K8s secrets at all → Use the Secret Store CSI Driver 



Just use External Secrets

https://external-secrets.io 

https://external-secrets.io


Your applications



Do NOT use Environment variables for secrets

You canʼt change an env variable after a process has started.



Make your applications smarter

1. The application should read conf from files

2. DB/Queue URL must be configurable

3. Settle on conventions (e.g. /secrets)

4. Application should auto-reload conf on its own

5. You need to coordinate with your developers for this



Work WITH your Developers

● Photo by Sylvain Mauroux on Unsplash

https://unsplash.com/@alpifree?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/2-men-hiking-on-mountain-during-daytime-WI8phMvAEMI?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


Popular languages support

• Viper Conf Golang
• RefreshScope Spring/Java)
• chokidar/config Node.js)
• configparser/watchdog Python
• yaml/listen Ruby
• config/watchservice Kotlin
• config/config-watch Rust
• symfony/config-filesystem  PHP



Secret Rotation made easy (before and after)

1. Panic !
2. Find which applications 

are affected
3. Change the secrets
4. Resync apps
5. Miss some pods
6. Kill all pods to reload their 

secrets
7. Hope that you rotated 

everything

1. Rotate the secret
2. Done!



Their applications



People create charts with 
hardcoded secrets in 

values

Hacks/
Workarounds/Plugins for Argo 
CD to load secrets

People can use badly designed charts with 
Argo CD

Helm Cycle



Break the cycle! Fix your charts



Thanks for the assist!



Issues that drag Argo CD to  secret management 



There are several open issues and discussions 
that if you boil them down they ask for Argo CD 
to become a secret management solution



Conclusion 



Just use External Secrets

https://external-secrets.io 

https://external-secrets.io
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Argo CD is NOT a secret management solution

Please donʼt open issues/PRs that attempt to convert Argo CD to a secret 
management solution

…and it will NOT become one in the future…



Thank you!
Questions: kostis.kapelonis@octopus.com

GitOps/Argo CD certification learning.octopus.com  

CNCF Slack https://slack.cncf.io/ 

Support: 
https://octopus.com/support/enterprise-argo-supp
ort 

mailto:kostis.kapelonis@octopus.com
http://learning.octopus.com
https://slack.cncf.io/
https://octopus.com/support/enterprise-argo-support
https://octopus.com/support/enterprise-argo-support

