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ArgoCD per cluster or not?



Which is best
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Avoid Dynamic
applications




Custom CLI



my-app-cli new-app-name | argocd create -f -

envsubst < my-app-template.yaml | kubectl apply -f -n argocd







kubectl set image deployment/my-deployment
my-container=my-new-app:4.3.0

kubectl patch deployment <deployment-name> [.....patch here...]
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Organize your Git repos



Different Git repositories

» Git Repository with source code
» Git repository with Kustomize/Helm file
» Git repository with Application Sets

» Source code changes very often. Kustomize/Helm charts change less frequently.
Applications/Application Sets should be created once

 Understand the lifecycle of each resource
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Argo CD and monorepos

- Disable sync polling

- Use webhooks for Applications AND Application Sets
- Use the manifest-generate-paths annotation

+ Enable timeouts for everything

- Monitor and adapt resources

» Check https://argo-cd.readthedocs.io/en/latest/operator-manual/high_availability/



https://argo-cd.readthedocs.io/en/latest/operator-manual/high_availability/

Master Helm before Argo
CD




How Helm Hierachies work

common-values.yaml
+-----all-prod-envs.yam|
+----specific-prod-cluster.yam|

helm install ./my-chart/ --generate-name
-f common.yaml -f more.yaml -f some-more.yaml




v [ my-values v [ my-values

v [ app-version > W@ app-version
Y prod-values.yaml > [l env-type
Y ga-values.yaml v BB envs
Y staging-values.yaml Y integration-gpu-values.yaml
v [ env-type Y integration-non-gpu-values.ya...
Y non-prod-values.yaml Y prod-eu-values.yaml|
3 prod-values.yam| Y prod-us-values.yaml
> [l envs Y ga-values.yaml
v @@ regions Y staging-asia-values.yaml
) asia-values.yaml () staging-eu-values.yaml
) eu-values.yaml () staging-us-values.yami
) us-values.yaml > [l regions

[0 common-values.yaml D common-values.yaml

[ README.md [ README.md
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apiVersion: argoproj.io/vlalphal
kind: Application
metadata:
name: my-app
namespace: argocd
spec:
project: default
source:
chart: my-chart
repoURL: https://github.com/my-example-app
targetRevision: 2.43
helm:
valueFiles:
- common-values.yaml
- all-prod-envs.yaml
- specific-prod-cluster.yaml
destination:
server: "https://kubernetes.default.svc"”
namespace: default




Where is the QA configuration of this
Helm chart stored?

In our Argo CD manifests that define the QA
Cluster.

Dev

Why we didn't use just Helm values?
Now I need to learn how Argo CD works..

My head is already spinning around with YAML
and Helm.

Ops







HOME > BLOG

BEST PRACTICES

Using Helm Hierarchies in Multi-
Source Argo CD Applications for
Promoting to Different GitOps
Environments

14 min read

https://codefresh.io/blog/helm-values-argocd/



https://codefresh.io/blog/helm-values-argocd/

Master Kustomize before
Argo CD



Kustomize concepts

» Overlays for different environments

+ Reusable component configurations

» Common globals (labels, annotations, namespace prefixes)
 Configuration generators

« Transformers/Replacements

 Remote resources




Kustomize Overlays versus Components




what is the difference between kustomize overlays

Component Structure

and kustomize components ?

[ Component 1 J [ Component 2 J [ Component 3 ]
PHIND-70B MODEL @ | I I

Combines Combines Combines
1 Declarative Man... 2 Kustomize in Ku... 3 &> Components - K... 4 ‘ The complete Ku... l l l
Resources Resources [ Resources J
Kustomize provides two distinct approaches for organizing and managing Kubernetes configurations: overlays

and components. Each serves a specific purpose in managing Kubernetes resources across different environments
and deployments.

Overlay Structure

ASPECT OVERLAYS COMPONENTS
[ Base Directory J
Purpose Environment-specific customizations = kubemetesio Reusable resource collections = kubemetesio / \\
Structure Reference-based hierarchy Flat composition structure Refer{ences Refe iences
Base Usage References external bases Contains self-contained resources
Dev Overlay Prod Overlay
Customization Applies patches and modifications Direct resource definition l ‘
Applies Applies
Reusability One overlay per environment Multiple components reusable across projects l l
Maintenance Centralized base management Independent component updates Environment-specific Environment-specific
customizations customizations

Let's visualize how overlays and components differ in their structure and relationships:




SIG CLI Installation Guides Reference FAQ Blog Contributing English ~  Q Search this site...

Q Search this site... Reference / Kustomize / kustomization / replacements

Reference replacements

Kubectl

Kustomize Substitute field(s) in N target(s) with a field from a source.
Built-Ins
Gommands Replacements are used to copy fields from one source into any number of

specified targets.
Glossary

kustomization
bases The replacements field can support a path to a replacement:

buildMetadata kustomization.yaml

Learn all this

commonLabels apiVersion: kustomize.config.k8s.io/vlbetal

components kind: Kustomization

°
BEFORE using Argo
replacements:
crds - path: replacement.yaml

generatorOptions

helmCharts
! replacement.yaml
images

labels
namePrefix source:
kind: Deployment
Namespace fieldPath: metadata.name
nameSuffix targets:
: - select:
openapi
name: my-resource
patches
patchesjson6902
patchesStrategicMerge

Alternatively, replacements supports inline replacements:
replacements

replicas
resources apiVersion: kustomize.config.k8s.io/vibetal
kind: Kustomization

secretGenerator

sortOptions replacements:

vars - source:

: kind: Deployment
Architecture fieldPath: metadata.name

targets:
- select:

name: my-resource



Dev

This QA overlay is incomplete. Where is
the rest of the configuration?

Some settings are also in our Argo CD
manifests that define the QA Cluster.

Why do we have QA settings in 2 different places?
Now I need to learn how Argo CD works.
And I also need to install it locally to test my app

Ops




HOME > BLOG

BEST PRACTICES

How to Model Your GitOps
Environments and Promote Releases
between Them

18 min read

n
S

Kostis Kapelonis March 23, 2022

https://codefresh.io/blog/how-to-model-your-gitops-environments-and-promote-releases-between-them/



https://codefresh.io/blog/how-to-model-your-gitops-environments-and-promote-releases-between-them/

Don't force developers to
use Argo CD



Domain Knowledge

Argo CD !l




Developers do NOT care about Argo CD
manifests




Feature development over time

Local testing

7

Commit/push

Argo CD should only be here

R




If developers need Argo CD for LOCAL
development you make their life miserable




How do I run this app locally
using QA settings?

First you need to install Argo CD. Same version
as QA. Then clone the Git repository with all
Helm charts. Then also clone the Git repository
with the Argo CD manifests. Find the QA
application and change the spec.source field to
the repo that you just cloned. Then deploy

the application with

"kubectl my-app.yaml -n argocd”

and you will finally see the QA settings.

Dev

o

This is too complex and forces me to install
Argo CD and learn how it works.

Ops







Developer Experience



Understand your developers

Argo CD Ul is
read only Full access to team

apps

Less Argo CD

Knowledge needed More freedom

Argo CD is not Argo CD available Full Access
accessible at all for debugging only to all apps

X

Developer access to Argo CD




Who

(User Group)

How
(Policy)

Applications
of Team A

What

(App-Project)

R



SYNCHRONIZE CANCEL X

Synchronizing application manifests from https://github.com/kostis-
codefresh/intro-argocd-rbac.git

Revision

HEAD

[ ] PrRuNE[ | bRYRUN|[ | APPLY ONLY [ ] FORCE

SYNC OPTIONS

[ ] SKIP SCHEMA VALIDATION AUTO-CREATE NAMESPACE

[ ] PRUNE LAST [ ] APPLY OUT OF SYNC ONLY

[ ] RESPECT IGNORE DIFFERENCES [ ] SERVER-SIDE APPLY

PRUNE PROPAGATION POLICY: foreground v
[ ] RePLACE A

[ ] reTRY

SYNCHRONIZE RESOURCES: all / out of sync / none

/SERVICE/ORDERS/SIMPLE-SERVICE @

APPS/DEPLOYMENT/ORDERS/SIMPLE-DEPLOYMENT @

Unable to sync: permission
denied: applications, sync, team-

0 b/orders, sub: jane, iat: 2024-10-
01T11:57:17Z




TECHNICAL GUIDES

Securing Argo CD in a Multi-Tenant
Environment with Application
Projects

10 min read

https://codefresh.io/blog/multi-tenant-argocd-with-application-projects/

R


https://codefresh.io/blog/multi-tenant-argocd-with-application-projects/

Application Grouping



Umbrella Helm chart Smgle Argo CD app

Which choice
is best???




Questions to ask

Are those applications always deployed and upgraded as a single unit?

Are those applications related in a business or technical manner?

Do you want to use different configurations for different clusters for these applications?

Is this combination of applications always the same? Do you sometimes wish to deploy

a subset of them or a superset?

Are these applications managed by a single team or multiple teams?




Enable auto-sync and
self-heal everywhere




Registry Cluster
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Configuration drift

Deployment
(o NPy Erarat)
becoces :-:u )..u..:u )uuoo:u.q @
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Server 1 Server 1 Server 1
2 ......o..] ADHOC . "
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Configuration drift in Kubernetes

o— kubectl
l Deployment
<2 svugersadl. TIOG - -~ Deployment fails in

CHANGE E
$< »% % production cluster
........... E pesssssssned besosssssnedg . »

- s - because it is not the

same as staging

Production Production Production
Staging Staging Staging

Time




Argo CD detects out-of-process changes

Applications guestbook

© APP DETAILS APP DIFF = SYNC © SYNC STATUS D HISTORY AND ROLLBACK © DELETE C' REFRESH ~

¥ Healthy OutOfSync ® Sync OK

From HEAD (6bed858) To 6bed858
Authored by Alex Collins <alexec... Succeeded 7 days ago (Mon Aug 17 2020 19:27:35 GMT+0300)
Updates examples to better reflec... Authored by Alex Collins <alexec@users.noreply.github.com>

Updates examples to better reflect hook usage today (#41)

e guestbook-ui ®
\ 4 o
SVC
T S - > G guestbook-ui s . _ BE  guestbook-ui-65b878495d-gp4i7
@ : ® : e :
deploy pod
rev:1 (runningj( VAl j

’ Y show 2 hidden resources

R



Argo CD shows out-of-process changes

SUMMARY

PARAMETERS

/Service/default/guestbook-ui

00 N O V1 A W N

10
i i
12

apiVersion: vil

kind: Service

metadata:
labels:

app.kubernetes.io/instance:

name: guestbook-ui
spec:

ports:

- port: 8080
targetPort: 80
selector:
app: guestbook-ui

guestbook

MANIFEST

B3 DIFF EVENTS

O 00 N O L1 A W N =

e e i
A W N R O

apiVersion: vl

kind: Service

metadata:
labels:

app.kubernetes.io/instance:

name: guestbook-ui
spec:
ports:
- port: 80
targetPort: 80
- port: 8080
targetPort: 80
selector:
app: guestbook-ui

Compact diff

guestbook

Inline Diff




Every time you disable auto-sync/self-heal
you lose the biggest advantage of Argo CD

Enable Self heal -> solve configuration drift

completely
J




Understand sync phases
and waves



Resource ordering

apiVersion: batch/vl
kind: Job
metadata:

name: grafana-notify

annotations:
argocd.argoproj.i1o/hook: PreSync
argocd.argoproj.i1o/hook-delete-policy: HookSucceeded
argocd.argoproj.io/sync-wave: '-1'




Understand phase lifecycle

uccess Success
jFailure




Waves are scoped inside a phase

PreSync Sync PostSync
Phase Phase Phase

Wave 7

UOINI3X3 JO J3PIO




o Argo
Recommendation ~N Workflows

& Yy 14685

Kubernetes-native workflow
engine supporting DAG and step-
based workflows.

28\

1. Start with ONLY sync waves
2. For more control use waves AND phases

3. For more advanced scenarios use Argo Workflows




Argo CD and Argo Workflows

When a Git
commit happens

-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

O Notify Grafana
Notify Slack
o Run security Scan

Us




Common pitfalls

1. “I want Argo CD to run this only the first time it deploys an application”

2. “I want X to happen when an application is deployed and Y to happen when an
application is upgraded”.

3. “I want to use pre-sync hooks for DB migrations that run only once”

4. “l want to skip this sync hook when a developer clicks the sync button”




Finalizers




Cluster resources




Cluster resources




Cluster resources




Finalizer

Cluster resources




Use Finalizers

1. Migrate apps to different Argo CD instance (no downtime)

2. Upgrade Argo CD version (or K8s version) of admin cluster






















BEST PRACTICES

Everything You Ever Wanted to
Know About Deletion and Argo CD
Finalizers but Were Afraid to Ask

8 min rea d

hitps://codefresh.io/blog/argocd-application-deletion-finalizers/



https://codefresh.io/blog/argocd-application-deletion-finalizers/

M. Octopus Deploy

Enterprise support
for Argo from Argo
maintainers

Support when you need it and priority bug fixes for all Argo users

®
-

across Argo CD, Argo Rollouts, Argo Workflows, and Argo Events.

Contact Support

https://octopus.com/support/enterprise-argo-support



https://octopus.com/support/enterprise-argo-support

Octopus Deploy
. I
Thank you!
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https://octopus.com/support/enterprise-ar
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